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0 Manipulative or Deceptive Al

Al that uses subliminal, manipulative, or
deceptive techniques to distort
behaviour and cause significant harm.

a Exploitation of Vulnerabilities

Al exploiting vulnerabilities due to age,
disability, or social/economic situation
to manipulate behaviour harmfully.

e Social Scoring

Al classifying or ranking people based
on social behaviour or personal traits,
leading to unjustified detrimental
treatment.

° Predictive Policing

Al assessing risk of criminal offence
based solely on profiling or personality
traits. Exception: supporting human
assessment with verifiable facts.



EU Al ACT
Chapter Il - Prohibited Al Practices

Article 5
Page 2 of 2: Prohibited Practices 5-8

Untargeted Facial Image
Scraping

Indiscriminate scraping of facial images
from the internet or CCTV to build facial
recognition databases.

Emotion Recognition in
Workplaces/Schools
Emotion recognition in these settings is
prohibited, except for medical or safety
purposes.

Sensitive Biometric
Categorisation

Al inferring sensitive traits (race,
religion, politics, sexual orientation)
from biometric data. Limited lawful
exceptions apply.

Real-time Biometric ID for Law
Enforcement
Generally banned in public spaces.
Allowed under strict conditions:
locating victims, preventing threats,
identifying serious crime suspects.
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